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Note: 1) Question paper consists of Part A, Part B.

i1) Part A is compulsory, which carries 25 marks. In Part A, Answer all questions
e A iii)-In Part B, Answer any one question from each umt Each questlon carries 10 marks e
L ' and may have a, b as sub questlons ; T TN Er A ]

PART - A
(25 Marks)
What is cyber security? [2]
What is access control mechanism? [3]...
‘What is an orang.,e book? % A f% Ay 2] =
“What/do you mean by the terms dCL(ItlIltElblhty and assurdme‘7 ........ Bl.s /iy s
What is a corporate policy? [2]
Why to implement an Information Security Policy? [3]
Define information integrity. (2]
What is meant by secure program administration? [3]
What is an Organizational security? [2]
__,..tht are the I‘lskb of. 1rrespon51ble employees to computer securlty'?"""" B ™ A

PART B
(50 Marks)
Explain the different types of computer security.
Describe counter measures to be taken for possible securlty threats. [5+5]
s y .. OR " N e,
:;'___Dlseuss about Computer Secur1ty manddtes and le glblallGIl N 4 Y P
Describe the view of computer security in International space. et SN [SE SN e

4.a)  Briefly explain the actions involved in computer security planning.

b) Explain the concepts of accountability and assurance with respect to orange book
security. [5+5]
... OR e,
:;’"Whéit isf "'ted book'? Iﬁ d_e"'t"'ail exp]‘hin t'he .-étotivities_.-’hote'd iﬁ "the red Book’; 10]% 7'\ S

In orgamzatlon w1de T1er-1 pohcy, explam conﬂlct of 1nterest and Records

management policies.

b) Describe the stages in policy development. [5+5]
OR

What is Process Management? What are its key capabilities?

“Explainthe steps to create a reliable information security plan.




8.a)
b)

10.a)
b)

How is information classified in achieving information security?
Explaln avallablhty and conﬁdentlallty w1th respect to Informatlon securlty

é—-.Epram about followmg t001s of mfarmatmn secunty NMap and Metasplmt

What is a firewall? How it works?

Describe the role of information security professionals.
Why information security management standards need to be adopted?
OR

I__What are the skills-and qualifications required for a IT security professional? A
i___Llst out the guldelmes fo. be followed to achleve a culturc of, mformatmn securlty [5+S »
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[5+5]




